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-’!M FALSE OR MISLEADING REPRESENTATION ON INTERNET APPS AND WEBSITES

Did you know that websites, social media platforms, software and online applications may sometimes be designed in such a way that they deceive or mislead consumers? This may be
in breach of consumer protection laws in most countries. Under the COMESA Competition Regulations, Article 27 prohibits false or misleading representation to consumers, and

Articles 28/29 prohibit suppliers from engaging in unconscionable or unfair conduct.

Such designs are known as deceptive designs or dark patterns which are intended to trick users, to the benefit of the business. Examples include the following:

Roach Motel - a design that
makes it easy to subscribe for a
service, but too complicated or
impossible to unsubscriba, for
example requires too many steps

Privacy Zuckering - A consumer is
made to share more of their personal
information publicly, than they
intonded to by roquosting more
mformation with every step

Sneak into baskel - additional
items are sneaked into the
consumer’s basket in the
process of online purchasing

Confirm shaming -this i the act of
making the consumer feel guilty to the
extent that they opt in to a service or
made to feel guilty for opting out through
the statements attached to opting in/ out.

Bait and switch - a customer is
attracted by an advertisement of a
low-priced item but is then
encouraged to buy a higher-priced
one instead.

Consumers are advised to be on the lookout for such conduct and report to the Commission for action. You may also engage your local consumer authority where you feel your consumer

rights have been violated.

comsumer to click on them.

Privacy comparison prevention -the Hidden costs - nondisclosure of

website or app makes it hard to full charges and fees betore hand

compare prices with other similar and the consumer is only made
items to enable the consumer make an aware at the last step of the last
informed choice price when exiting the transaction

Disguised adverts -Adverts that are
disguised as other kinds of content or
navigation, in order to get the

Misdirection - the consumer’s attention
is intentionally directed to focus on
specific things on a website, and
distracts them from other content,
which may influence their choice

COMESA Competition Commission
Sth Floor, Kang'ombe House

P.0. Box 30742, Lilongwe 3, Malawi
Office Phone: +265 (0) 1 772466

Website:
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